Department of Energy

Bonneville Power Administration
P.O. Box 3621
Portland, Oregon 97208-3621

FREEDOM OF INFORMATION ACT/PRIVACY PROGRAM

October 3, 2024
In reply refer to: FOIA #BPA-2024-02248-F

SENT VIA EMAIL ONLY TO: jlrancourt@bpa.gov

Jenifur Rancourt

PO Box 3621
Ditt-MODD
Portland, OR 97208

Dear Ms. Rancourt,

This communication is the Bonneville Power Administration’s (BPA) final response to your
request for agency records made under the Freedom of Information Act, 5 U.S.C. § 552 (FOIA).
Your request was received on June 16, 2024 and formally acknowledged on July 16, 2024.

Request

“1. For the period January 1, 2022, to June 14, 2024, provide copies of all security reports
pertaining to known or suspected incursion onto the Ross Complex federal complex by someone
unauthorized to enter the Ross Complex.

2. For the period January 1, 2022, to June 14, 2024, provide copies of all security reports
pertaining to objects found inside the Ross Complex perimeter that did not appear to be placed
there by BPA employees or contractors.

3. For the period January 1, 2022, to June 14, 2024, provide copies of all security reports
pertaining to thefts from Ross Complex that did not appear to be perpetrated by BPA employees
or contractors.”

Response

BPA collected 193 pages of responsive records from the agency’s Physical Security office.
Those pages accompany this communication with 139 pages containing redactions applied under
5 U.S.C. § 552(b)(6) (Exemption 6).

Explanation of Withholdings and Exemptions

The FOIA generally requires the release of all agency records upon request. However, the FOIA
permits or requires withholding certain limited information that falls under one or more of nine
statutory exemptions (5 U.S.C. 8§88 552(b)(1-9)). Further, section (b) of the FOIA, which contains
the FOIA’s nine statutory exemptions, also directs agencies to publicly release any reasonably
segregable, non-exempt information that is contained in those records. Exemption 6 serves to
protect Personally Identifiable Information (PI1) contained in agency records when no overriding


mailto:jlrancourt@bpa.gov

public interest in the information exists. BPA does not find an overriding public interest in a
release of the information redacted under Exemption 6, specifically:

e Identities and personal details of individuals who reported security incidents.

e Identities of individuals who investigated security incidents.

e |dentities, personal details, and photographs of other individuals mentioned in security
reports.

This information sheds no light on the executive functions of the agency and BPA finds no
overriding public interest in its release. BPA cannot waive these redactions, as the protections
afforded by Exemption 6 belong to individuals and not to the agency.

Lastly, as required by 5 U.S.C. 8 552(a)(8)(A), information has been withheld only in instances
where (1) disclosure is prohibited by statute, or (2) BPA foresees that disclosure would harm an
interest protected by the exemption cited for the record. When full disclosure of a record is not
possible, the FOIA statute further requires that BPA take reasonable steps to segregate and
release nonexempt information. The agency has determined that in certain instances partial
disclosure is possible and has accordingly segregated the records into exempt and non-exempt
portions.

Fees
There are no fees associated with processing your FOIA request.

Certification

Pursuant to 10 C.F.R. § 1004.7(b)(2), | am the individual responsible for the records search and
exemption determinations and the records release described above. Your FOIA request BPA-
2024-02248-F is now closed with all responsive agency records provided.

Appeal

Note that the records release certified above is final. Pursuant to 10 C.F.R. § 1004.8, you may
appeal the adequacy of the records search, and the completeness of this final records release,
within 90 calendar days from the date of this communication. Appeals should be addressed to:

Director, Office of Hearings and Appeals
HG-1, L’Enfant Plaza

U.S. Department of Energy

1000 Independence Avenue, S.W.
Washington, D.C. 20585-1615

The written appeal, including the envelope, must clearly indicate that a FOIA appeal is being
made. You may also submit your appeal by e-mail to OHA filings@hg.doe.gov, including the
phrase “Freedom of Information Appeal” in the subject line. (The Office of Hearings and
Appeals prefers to receive appeals by email.) The appeal must contain all the elements required



by 10 C.F.R. § 1004.8, including a copy of the determination letter. Thereafter, judicial review
will be available to you in the Federal District Court either (1) in the district where you reside,
(2) where you have your principal place of business, (3) where DOE’s records are situated, or (4)
in the District of Columbia.

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services
they offer. The contact information for OGIS is as follows:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road-OGIS

College Park, Maryland 20740-6001

E-mail: ogis@nara.gov

Phone: 202-741-5770

Toll-free: 1-877-684-6448

Fax: 202-741-5769

Questions about this communication or the status of your FOIA request may be directed to FOIA
Program Lead Jason E. Taylor at jetaylor@bpa.gov or 503-230-3537.

Sincerely,

Candice D. Palen
Freedom of Information/Privacy Act Officer
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Security Officer Report

Summary:

While a Security Officer was performing their patrol duties and discovered fence line damage adjacent
to Flammable Storage (Z-814). Photographs of the damage were taken, and all notifications were
made.

Narrative:

|, Security Officer (S/O) was working Ross Complex Patrol Security (Post-3), located at
5411 NE HWY 99, Vancouver, WA 98663. At approximately 1518 hours, | was checking the area behind
Z-814, due to a previous cut fence on May 14th, 2024, when | located an area approximately halfway up
the hill where the fence ties had been bent. | reported this to Lieutenantand noted that the
rebar in the ground prevented the fence from being pulled up and individuals entering through that
area of the fence.

As | walked down the fence-line towards the warehouse wire spools and Flammable Storage (Z-814) |
found what appeared to be a hole animals could get through going under the fence line but was not
big enough for people. Upon further investigation | observed the fence ties for that location had also
been removed and the fence could easily be pulled back and crawled under. The barbed wire that ran
at the bottom of the fence had been cut and bent backwards on both sides. | proceeded to document
the incident and reported the new findings to Lt.fter completing a walkthrough of the area, |
resumed my patrol duties.

End of Report
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A chain link fence with a parking lot in the backgroundDescription automatically generated
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A yellow snake on a chain link fenceDescription automatically generated
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