BPA Policy 232-1
Internal Controls
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1.

Purpose & Background

As required by the Federal Managers Financial Integrity Act (FMFIA) of 1982, each federal
employeeisresponsible forsafeguarding Federal assets and the efficient delivery of
servicesto the publicthrough internal controls. Internal control isa process effected by an
entity’s oversight body, management, and other personnel that provides reasonable
assurance that the objectives of an entity will be achieved (GAO-14-704G, OV1.01). The
purpose of this policyis to establish the requirements for internal controls at BPA as
prescribed by OMB Circular No. A-123 and the GAO Green Book standards for internal
control in the Federal Government.

Policy Owner

The Executive Vice President (EVP) of Compliance, Audit, Risk Management, whois the
Chief Risk Officer, or theirdesignee, owns this policy and has overall responsibility forits
implementation and proposingrevisions.

Applicability

Requirements and standards expressed in this policy apply to all operational, reportingand
compliance activities at BPA.

4. Terms & Definitions

A. Federal Managers Financial Integrity Act of 1982 (FMFIA): Amendsthe
Accounting and Auditing Act of 1950. Setsthe regulatory frameworkfor OMB
Circular A-123’s control requirements and the GAO Green Book’s control
standards.

B. Office of Management and Budget (OMB) Circular A-123: Provides guidance to
Federal managers on improvingthe accountability and effectiveness of Federal
programs and operations by establishing, assessing, correcting, and reportingon
internal controls.

C. GAO Green Book (GAO-14-704G): Issued by the Comptroller General of the United
States, setsthe Standards for Internal Control inthe Federal Governmentand is
required by OMB Circular No. A-123 when evaluatingthe internal controls of an
organization.

D. Internal control: A process effected by an entity’s oversight body, management,
and other personnel that provides reasonable assurance that the objectives of an
entity will be achieved (GAO-14-704G, OV1.01).
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Internal control system: A continuous built-in component of operations, effected
by people, that provides reasonable assurance—not absolute assurance—that an
entity’s objectives will be achieved (GAO-14-704G OV1.04). An internal control
systemis the policies, processes, and procedures that a business putsinto place in
order to protect assets, ensure accounting and reporting data is correct, and
maximize the efficiency of operations and promote an atmosphere of compliance
among employees.

Head of the agency: In the federal government, FMFIA mandates that the head of
each executive branch agency annually prepare a statement as to whetherthe
agency’s systems of internal accounting and administrative controls comply with
the requirements of the act. At BPA, the Administratoris the “head of the agency”.

Oversight body: As defined by the GAO Green Book, the oversight body is the first
of three major rolesin an internal control system. The oversight body consist of
those responsible foroverseeingthe design, implementation, and operation of
internal control system(s) (GAO-14-704G OV2.14). At BPA, the ACGC (Audit,
Compliance, and Governance Committee) acts as the “oversight body”.

Management: As defined by the GAO Green Book, management is the second of
three major rolesin an internal control system. Management are those who are
directly responsible forall activities of an entity, including the design,
implementation, and operating effectiveness of the entity’sinternal control
system(s) (GAO-14-704G OV2.14). At BPA, any individual ina supervisory or
management positionis considered “management” by OMB/GAO Green Book
terms.

Personnel: As defined by the GAO Green Book, personnelisthe third major rolein
an internal control system. Personnel are those that help “management” design,
implement, and operate an internal control system. At BPA, any individual thatis
not in a supervisory or management positionis considered “personnel” by
OMB/GAO Green Book terms regardless of employmenttype (i.e., BFTE or CFTE).

Enterprise risk management (ERM): A strategic business discipline that supports
the achievement of an organization’s objectives by addressing the full spectrum of
its risks and managing the combined impact of those risks as an interrelated risk
portfolio. ERM provides a disciplined process for managing risk and seeks to
embed this discipline in existing business processes.

Reasonable assurance: A high degree of confidence, but not absolute confidence,
that entity objectives will be achieved. An effective internal control system
increasesthe likelihood thatan entity will achieve its objectives (GAO-14-704G,
OV1.04 and OV1.07).
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5. Policy

The FMFIA requiresfederal entitiesto establish internal controls, evaluate internal controls,
and report annually to Congress and the President on control evaluations. The FMFIA
authorizes the Office of Management and Budget (OMB) to define the requirements for
fulfillingthese regulatory obligations. BPA shall adhere to the requirements prescribed by
OMB Circular No. A-123 whichincludes adherence to GAO Green Book standards for
internal controls in the Federal Government. See Section 8, Standards & Proceduresfor
specificguidance on how BPA addresses these requirements.

A. Employeesina supervisory position are considered “management” by GAO Green Book
terms and are requiredto build internal controls into their organization as part of,
rather than separate from, the policies, programs, and processes that existto achieve
organizational objectives. See section 8, Standards & Procedures of this policy for more
information.

B. Employeesinnon-supervisory positions are considered “personnel” by GAO Green Book
terms and are responsible forreportingissuesthat would impact the entity’s ability to
meetoperations, reporting, or compliance objectives (GAO-14-704G OV2.14). Issues
that are reported by a non-supervisory employee are tracked and monitored by the BPA
Internal Control Program and the ICOT. See section 5.5, Identifyingand Rating Control
Deficiencies of the BPA Internal Control Program Manual for more information
regarding reporting control issues.

C. ACGC membersare consideredthe “oversight body” by GAO Green Book terms and are
responsible for (i) assessingand monitoring control deficiencies; (ii) recommending to
the head of the agency which control deficiencies are deemed to be material
weaknesses andif should be includedin the annual FMFIA assurance statement; (iii)
overseeingthe timely implementation of corrective actions related to control
deficiencies; and (iv) determining when sufficient action has been taken by management
to declare that a control deficiency has been corrected. See Table 6 of OMB Circular No.
A-123 for control deficiency ratings, definitions, and reporting requirements.

D. The BPA Administratoris considered the head of the agency by GAO Green Book terms
and is responsible forannually preparing a statementas to whether BPA’s systems of
internal accounting and administrative controls comply with the requirements of the

Act.
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6. Policy Exceptions

The ACGC determinesif any exceptionsto this policy exist or are appropriate.

7. Responsibilities

A.

BPA Administrator: As the head of the agency, and as required by FMFIA and OMB
Circular No. A-123, signs the annual attestation letter of reasonable assurance of
internal control sent to Congress and the President.

Executive Vice President of Compliance, Audit & Risk Management: Manages the
Compliance, Audit and Risk Management (CAR) organizationsin BPA. EVP of CAR chairs
the ACGC and isresponsible forfacilitatingthe ACGC member’s review of control
assessments such that control deficiencies can be identified and corrected and to
provide a determination of reasonable assurance of internal control to the
Administrator for annual control reporting to Congress and the President.

Audit, Compliance, & Governance Committee (ACGC): Chartered by the Enterprise
Board and is comprised of the EVP of Compliance, Audit and Risk, the Chief Finance
Officer, the EVP of General Counsel, the Chief Administrative Officer, the Chief
Operating Officer, and the Chief Workforce & Strategy Officer. This committee acts as
the oversightbody for management’sinternal control systems.

BPA Accounting Officer: Overseesaccounting and financial reporting for FCRPS and
BPA. Sends annual report to the President, Secretary of Energy, and certain members of
Congress containinga completion of the BPA Annual Report, audit opinions, reports on
compliance and internal controls, and the annual FMFIA attestation lettersigned by the
Administrator.

Chief Compliance Officer: Manages the Governance and Compliance organization,
which includes BPA’s Internal Control Program. The CCO chairs the Internal Controls
Oversight Team and providesleadership and direction regarding BPA’s Internal Control
Program priorities, especially asit relates to assessing controls, identifyingand
correcting controls and control reportingto DOE, Congress, and the President.

Internal Controls Oversight Team (ICOT): A chartered subcommittee of the ACGC
comprised of thirteenTier Il and Ill managers and supervisors across BPA. This team’s
primary responsibility isto support the assessment of controls, identification of control
deficiencies, and control reporting to the ACGC.

Internal Controls Working Group (ICWG): Chartered by the ICOT and is comprised of
several businessline internal control subject matter experts. The ICOT is chaired by the
Internal Controls Compliance Officer. This group’s primary role is to review control
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assessment processes and results to ensure consistent application of the GAO Green
Book standards.

. Internal Controls Compliance Officer: Manages BPA’s Internal Controls Program
consistentwith FMFIA, OMB Circular No. A-123 requirements, and GAO Green Book
standards. The Internal Controls Compliance Officerleadsthe annual process for
prioritizing control assessments as they relate to mitigating key risks, assessing controls,
identifying control deficiencies, and reporting control deficiencies per OMB Circular No.
A-123 control reporting guidelines.

Internal Control Program: Managed in CGC by the Internal Control Compliance Officer.
The Internal Control Program providesthe process, structure, and methodology for
fulfilling OMB Circular No. A-123 requirements and GAO Green Book standards. The
Internal Control Program providestrainingand consultationto management and
personnel on how to fulfill OMB Circular No. A-123 requirements and follow GAO Green
Book standards when designing, implementing, and operatinginternal control systems.
Program resources can be found by going the BPA Internal Control Program SharePoint
site.

Tier I/1I/111/IV Supervisory Positions: Responsible forestablishing an effective internal
control system as defined by GAO Green Book standards for internal control in the

Federal Government. BPA managers and supervisors have an obligation to understand
the GAO Green Book standards and to exercise judgmentinachievingthese standards.

Non-Supervisory Positions: Anyindividual thatis not in a supervisory or management
position are those that help management design, implement, and operate an internal
control system and are responsible forreportingissuesthat wouldimpact the entity’s
ability to meet operations, reporting, or compliance objectives (GAO-14-704G OV2.14).
Issuesthat are reported by these individuals are tracked and monitored by the BPA
Internal Control Program and the ICOT. See section 5.5, Identifying and Rating Control
Deficiencies of the BPA Internal Control Program Manual for more information
regarding reporting control issues.

BART Program Manager: Tracks and reports organizational and BPA-wide control
deficienciesand associated corrective actions to the ACGC.

. BPA Internal Audit: Internal Audit providesindependentand objective assurance to
help BPA deliveronits mission by: working with clients to improve the efficiency and
effectiveness of operations; improving compliance with laws and regulations; and
strengtheningfinancial and operational controls.

. Performance Scorecard Program Manager: Acts as central point of contact for BPA
leadership to define the BPA’s highestlevel objectives and measures of success and uses
those results to gauge the effectiveness of BPA as a whole. Communicatesand
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collaborates with BPA managers and SMEs to define process by which to set annual
measure(s) and quarterly targets that are SMART and of high quality. Provides KPI
information to the Internal Controls Compliance Officeras needed to support annual
control prioritization efforts.

O. Enterprise Risk Manager: Reports to the EVP of CAR, and isresponsible forensuring
consistentimplementation of BPA’s ERM program throughout BPA. The ERM Manager
develops, administers, and helpsinterpret ERM policy. The ERM Manager is responsible
for the development, maintenance, and implementation of the Corrective Actions
Program at BPA. Provides ERM information to the Internal Controls Compliance Officer
as need to support annual control prioritization efforts.

P. Corrective Action Program: BPA’s Corrective Action Program (CAP) is a BPA resource
that offersa risk-based evaluation processto helpidentify and correct problems before
they become repetitive issues. CAP supports the investigation of significant adverse
events, the identification and validation of causes of those events, and the
development, implementation, and tracking of corrective actions necessary to prevent
the adverse events from happeningagain.

8. Standards & Procedures

OMB Circular No. A-123 sets forth internal control requirements that federal agencies must
follow. These requirements are not intended to limit or interfere with duly granted
authority related to legislation, rulemaking, or otherdiscretionary policy makingin an
organization. The sub-headings below outline the “high-level” requirements of OMB
Circular No. A-123 to which BPA must adhere.

8.1 ImplementingEnterprise Risk Management

Section Il of the OMB Circular No. A-123 requiresfederal entitiestoimplementan
Enterprise Risk Management (ERM) capability that is coordinated with the entity’s strategic
planningand strategic review processes, as well as the internal control processesrequired
by FMFIA and the GAO Green Book. To fulfill this requirement BPA will utilize;

e BPA’s Enterprise Risk Management Program, or similar programs, to assess top risk
and management’s mitigation efforts as related to achieving entity objectives.

e Adhereto BPA Policy 231-1, Enterprise Risk Management, or similar,
policies/procedures fordefiningrisk profiles.

e The ACGC, or similar committees, as a “risk management counci

e BPA’s Performance Scorecard Program, or similarstrategic planningand review
programs, to document entity objectives andidentify risks to achieving entity

III

objectives.
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The BPA Internal Control Program will utilize these policy/program/committee elements as
the basisfor settingthe scope of the program’s annual control evaluations. See the BPA
Internal Control Program Manual for more information.

8.2 Establishing and Operating Effective Internal Control Systems (Entity

Level)

Section Il of the Circular requires federal entities to establish internal controls for those
risks identified by managementas requiring a formal system of internal controls to provide
reasonable assurance that objectives are achieved. There are three main requirementsfor

doing this at the entity level (see table below).

OMB Circular No. A-123 Requirement:

BPA Shall:

1. Federal managers (BPA Managers and
Supervisorsat the Tier I, Il and llI/IV
level) are to carefully considerthe
appropriate balance betweenrisk,
controls, costs, and benefits as they
establish and operate an effective
system of internal controls to meet
mission objectives.

Utilize BPA’s Enterprise Risk Management
Program and the Agency Decision
Framework (ADF), or similar programs, to
develop and maintain effective internal
controls that are consistent with the
entity’s establishedrisk appetite and risk
tolerances. See the CB — Risk Management
SharePoint Site for more information.

2. Establisha seniormanagement council
or “oversightbody” to assess and

monitor deficienciesininternal control.

Utilize the ACGC, or similar committees, to
assess and monitor deficienciesininternal
control, recommendto the Agency head
which significant deficiencies are deemed
to be material weaknesses and be included
in the annual FMFIA assurance statement,
oversee the timely implementation of
corrective actions related to material
weaknesses, and determine when sufficient
action has beentakento declare that a
significant deficiency or material weakness
has been corrected.

3. Establish Entity Level Control (ELC) or
controls that have a pervasive effecton
an entity’sinternal control system and
pertainto multiple organizational

e Utilize the BPAInternal Control
Program’s Annual Control Evaluation
Process to set the scope of controls that
needto be evaluated each reporting

components. year.
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e Utilize enterprise-wide governance
structures such as the Enterprise Board
and it sub-committeesto setagency
priorities and risk tolerances.

e Adhereto enterprise-wide policies to
establish expectations, rolesand
responsibilities, and accountability.

e Utilize enterprise-wide programs and
processes (e.g., Ethics program,
Compliance and Governance programs,
Internal Audit, etc.).

8.3 Establishing and Operating Effective Internal Control Systems
(Functional Level)

“Functional Level” refersto BPA Managers and Supervisorsat the Tier llland IV Level. These
individuals have an obligation to understand the GAO Green Book standards and to exercise
judgmentin achievingthese standards. Alsothese individuals are responsible for
documenting control activitiesin order to provide evidence of reasonable assurance that
theirorganizations internal controls overoperations, reporting, and compliance are
operating effectively. Unless otherwise specified by the ACGC, individualsina BPA
supervisory or management position (at the Tier lll and IV Level) shall at a minimum meet
the following control requirements:

OMB/GAO Requirement: BPA Shall:

Develop and maintain documentation of | Management will ensure organizational
internal control systems. (GAO-14-704G, | processesare documented consistentwith
Par. 3.09) BPA Policy 310-1 Business Process
Management.

Document in policiesthe internal control | Management will ensure organizational roles
responsibilities of the organization. and responsibilities of the organization are
(GAO-14-704G, Par. 12.02) documentedin organizational
processes/procedures, ordesk references, or
service level agreements, orbusiness
line/enterprise policies, etc. Management
shall provide a file location, in accordance
with Information Governance Lifecycle
Management policies and organization
Information Asset Plans, of said
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documentation to the BPA Internal Control
Program upon request.

Document results of ongoing monitoring
and evaluationsto identify and
remediate internal control issues. (GAO-
14-704G, Par. 16.09 and 17.05)

If a control deficiencies has beenreviewed
and rated by the ACGC, Management will
work with the BPA Internal Control Program
to ensure results of control monitoringand
evaluationsare documentedin BART as
corrective actions. Management may also
considerusing
organizational/functional/projectlevel
metrics, or organizational process/tool change
logs, or updated processes/procedures, or
deskreferences, or service level agreements,
or businessline/enterprisepoliciesasa form
of control monitoring/evaluation
documentation. Management shall provide a
file location to said documentationto the BPA
Internal Control Program upon request.

8.4 Assessing Internal Controls

Section IV of the Circular requiresthat Tier I/1l supervisors, but not Tier IlI/1V supervisors,
utilize the BPA Internal Control Program to evaluate the effectiveness of internal controls
annually using GAO Green Book standards. To fulfill this requirement BPA Internal Control

Program shall;

e Implementrisk-based control evaluation processesfor BPA to assess the design,
implementation, and operating effectiveness of internal control systems. Results
from these evaluations will be used to support the oversight body’s (i.e., ACGC)
annual review of reasonable assurance of internal control. See Section 5.4 of the
BPA Internal Control Program Manual for more information regarding evaluating

internal controls.

e Utilize findings and recommendations from other evaluationsincluding, but not

limitedto;

o BPA program periodicreviews;

o Management reviews and annual performance evaluations;

o The Regulatory Compliance Program Annual Compliance Certification
Process results;

o The Information Governance Lifecycle Program information asset plan

evaluations;
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8.5

o The Reliability Compliance Program Annual Self-Certification Process results;

o Internal Audit reports; and

o Price Waterhouse Cooper (PWC) Auditreports, Office of Inspectors General
Management reports, or other external auditreports.

Identifying and Correcting Control Deficiencies

SectionV of the circular requires that management correct internal control deficiencies. In
this case managementis considered Tier I, 11, 111/IV managers and supervisors. These
individuals are responsible foridentifying, managing, and where appropriate correcting
control deficiencies.

When a control issue might affect FMFIA reporting, managementis not solely responsible
for performingthese responsibilities. The CGC Internal Control Program facilitates control
deficiency evaluations and documentation to support recommendations for rating control
deficiencies, the potential impactto the final FMFIA attestation, and submission of ACGC
approved deficiencies tothe BART program. The CGC Internal Control program may utilize
many forms of information and evaluations to provide the ACGC with enough information
to make determinations of reasonable assurance of internal control. Effective remediation
of control deficienciesis essential toachievingthe objectives of the FMFIA, and uncorrected
or longstanding control deficiencies mustalso be consideredin determiningthe overall
effectiveness of internal control. To fulfill this requirement BPA shall;

8.6

Utilize BPA’sroot cause analysis reports and processes, or similar programs, to
identify and develop an understanding of the root cause of control deficiencies.
Utilize BPA’s Internal Auditreports, or similaraudit reports, to identify findings and
recommended corrective actions.

Utilize BPA Internal Control Program Bi-Annual FMFIA Polling Process, or similar, and
FMFIA Issue Documentation Process, or similar. See BPA Internal Control Program
Manual for FMFIA Issue Documentation Processes.

Utilize Price Waterhouse Cooper, Western Electricity Coordinating Council, National
Archives Records Administration, or other external auditreports or evaluations.
Utilize third party consulting firm to evaluate, identify, and recommend corrective
actions.

Utilize the Bonneville Auditand Reporting Tracking program (BART) to track and
monitor the correction of control deficiencies that were identified.

Internal Controls Reporting

Last, Section VI of the Circular requires that management provide assurances on internal
control effectiveness. To fulfill this requirement BPA shall:
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e Utilize the annual report the BPA Accounting Officer, or similar official, submits to
the President, Secretary of Energy, and certain members of Congress which contains
the FMFIA attestation of internal control signed by the BPA Administrator.

9. Performance & Monitoring

In conjunction with the Office of General Counsel, the ACGC, and the ICOT, the Internal
Controls Compliance Officer monitors the BPA’s implementation of OMB Circular No. A-123
requirements. Atthe direction of the ACGC, Internal Audit may also serve as a monitoring
function.

10. Authorities & References

A. H.R.1526, Federal Managers Financial Integrity Act of 1982

OMB Circular No. A-123, Management's Responsibility for Enterprise Risk Management
and Internal Control

GAO Green Book, Standards for Internal Control in the Federal Government

Pub. L. No. 111-352, 124 Stat. 3866 (2011), GPRA Modernization Act of 2010

BPA Policy 231-1: Enterprise Risk Management

BPA Policy 310-1: Business Process Management

ISO 31000: Risk Management

I o mmooO

BPA Internal Control Program Manual

11. Review

This policy shall be reviewed every five years or wheneverchangesare made to FMFIA,
OMB, and GAO control requirements and standards.

12. Revision History

Version

Number Issue Date Brief Description of Change or Review

1.0 5/3/23 Major rewrite to Policy and change of Policy number
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